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Count Distinct Elements

• data stream:  input comes one at a time

• naive algorithm:  store everything with O(n) space

a sequence x1, x2, ..., xn ∈ Ω Input:

Output: z = |{x1, x2, ..., xn}|an estimation of

x1 x2 xn

Algorithm

• (ε,δ)-estimator: 

bZ : 
an estimation of
 z = f(x1, ..., xn)

Using only memory equivalent to 5 lines of printed text, you can estimate with a typical 
accuracy of 5% and in a single pass the total vocabulary of Shakespeare.    -----Flajolet
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a sequence x1, x2, ..., xn ∈ Ω Input:

Output: z = |{x1, x2, ..., xn}|an estimation of

• (ε,δ)-estimator: 

uniform hash function h: Ω → [0,1]
h(x1), ..., h(xn):   z uniform independent values in [0,1]

(partition [0,1] into z+1 subintervals)

E

min

1in
h(xi)

�
= E[ length of a subinterval]

(by symmetry)
estimator: b

Z =
1

mini h(xi)
� 1 ?

But Var[mini h(xi)] is too large!

(think of z =1)
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a sequence x1, x2, ..., xn ∈ Ω Input:

Output: z = |{x1, x2, ..., xn}|an estimation of

• (ε,δ)-estimator: Pr
h
(1� ✏)z  bZ  (1 + ✏)z

i
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uniform independent hash functions:
h1, h2, ..., hk : Ω → [0,1]

Yj = min
1in

hj(xi)

average-min: Y =
1

k

kX

j=1

Yj

Flajolet-Martin estimator: bZ =
1

Y
� 1

• Deviation: 

E[Y ] = E[Yj ] =
1

z+1unbiased estimator:

Pr

h
bZ < (1� ✏)z or

bZ > (1 + ✏)z
i
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UHA:  Uniform Hash Assumption



Y =
1

k

kX

j=1

Yj

uniform independent Xj1,  Xj2, ... , Xjz ∈ [0, 1]

z = |{x1, x2, ..., xn}|

Yj = min1≤i≤n Xji
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h
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bZ < (1� ✏)z
i
< �goal:

For j=1, 2, …, k, hash values of hj :

)

����Y � 1

z + 1

���� >
✏/2
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for ε ≤ 1/2

symmetry

E[Y ]= E[Yj ] =
1

z+1

bZ =
1

Y
� 1letF-M estimator:



Y =
1

k

kX

j=1

Yj

uniform independent Xj1,  Xj2, ... , Xjz ∈ [0, 1]

z = |{x1, x2, ..., xn}|

Yj = min1≤i≤n Xji
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< �goal:

For j=1, 2, …, k, hash values of hj :

bZ =
1

Y
� 1

)
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for ε ≤ 1/2

symmetry

E[Y ]= E[Yj ] =
1

z+1

��Y � E[Y ]
�� > ✏/2

z + 1

F-M estimator:



Y =
1

k

kX

j=1

Yj

uniform independent Xj1,  Xj2, ... , Xjz ∈ [0, 1]

z = |{x1, x2, ..., xn}|

Yj = min1≤i≤n Xji

For j=1, 2, …, k, hash values of hj :

bZ =
1

Y
� 1

)

let

symmetry

E[Y ]= E[Yj ] =
1

z+1

F-M estimator:
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 4
✏2 (z + 1)2Var[Y ]Chebyshev:



Markov’s Inequality

Markov’s Inequality:

Pr[X ⇥ t ] � E[X ]
t

.

For nonnegative X , for any t > 0,

� Y ⇥
�

X
t

⇥
⇥ X

t
,

Pr[X � t ] = E[Y ] � E
�

X
t

⇥
= E[X ]

t
.

Proof:

Y =
�

1 if X � t ,

0 otherwise.
Let

tight if we only know the expectation of X



A Generalization of Markov’s 
Inequality

Theorem:
For any X , for h : X ⇥�R+, for any t > 0,

Pr[h(X ) ⇥ t ] � E[h(X )]
t

.



Chebyshev’s Inequality

Chebyshev’s Inequality:

Pr[|X ⇥E[X ]|⌅ t ] ⇤ Var[X ]
t 2 .

For any t > 0,

Variance:
Var[X] = E[(X �E[X])2] = E[X2]� (E[X])2

Var[cX] = c2Var[X]

Var [
P

i Xi] =
P

i Var[Xi] for pairwise independent Xi



Chebyshev’s Inequality

Chebyshev’s Inequality:

Pr[|X ⇥E[X ]|⌅ t ] ⇤ Var[X ]
t 2 .

For any t > 0,

Proof:
Apply Markov’s inequality to (X �E[X ])2

Pr
�
(X �E[X ])2 ⇤ t 2⇥⇥

E
�
(X �E[X ])2⇥

t 2



Y =
1

k

kX

j=1

Yj

uniform independent Xj1,  Xj2, ... , Xjz ∈ [0, 1]

z = |{x1, x2, ..., xn}|

Yj = min1≤i≤n Xji

For j=1, 2, …, k, hash values of hj :
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1

Y
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symmetry

E[Y ]= E[Yj ] =
1

z+1

F-M estimator:
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Y =
1

k

kX

j=1

Yj

uniform independent Xj1,  Xj2, ... , Xjz ∈ [0, 1]

z = |{x1, x2, ..., xn}|

Yj = min1≤i≤n Xji

For j=1, 2, …, k, hash values of hj :

) symmetry

Pr[Yj ≥ y] = (1-y)z
geometry

probability pdf = z(1-y)z-1

=
2

(z + 1)(z + 2)E[Y 2
j ] =

Z 1

0
y2z(1� y)z�1 dy

Var[Yj ] = E[Y 2
j ]� E[Yj ]

2  1
(z+1)2

 1

k(z + 1)2
= 1

kVar[Yj ]
2-wise independence

Var[Y ]= 1
k2

Pk
j=1 Var[Yj ]

E[Y ]= E[Yj ] =
1

z+1
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uniform independent Xj1,  Xj2, ... , Xjz ∈ [0, 1]

z = |{x1, x2, ..., xn}|

Yj = min1≤i≤n Xji

For j=1, 2, …, k, hash values of hj :
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F-M estimator:

Pr

h
bZ > (1 + ✏)z or

bZ < (1� ✏)z
i

 Pr

��Y � E[Y ]
�� > ✏/2

z + 1

�
(for ε ≤ 1/2)

 4
✏2 (z + 1)2Var[Y ]Chebyshev:

 4
✏2k

 1

k(z + 1)2Var[Y ]

E[Y ]= E[Yj ] =
1

z+1



a sequence x1, x2, ..., xn ∈ Ω Input:

Output: z = |{x1, x2, ..., xn}|an estimation of

uniform independent hash functions:
h1, h2, ..., hk : Ω → [0,1]

Yj = min
1in

hj(xi)

average-min: Y =
1

k

kX

j=1

Yj

Flajolet-Martin estimator: bZ =
1

Y
� 1

UHA:  Uniform Hash Assumption

≤ δ

choose k =
4

✏2�
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Frequency Estimation

• data stream:  input comes one at a time

Data: a sequence x1, x2, ..., xn ∈ Ω
Query: an item x ∈ Ω 

Estimate the frequency fx = |{i : xi = x}| of item x 
within additive error εn.

x1 x2 xn

Algorithm



• data stream:  input comes one at a time

Data: a sequence x1, x2, ..., xn ∈ Ω
Query: an item x ∈ Ω 

Estimate the frequency fx = |{i : xi = x}| of item x 
within additive error εn.

x1 x2 xn

Algorithm

query x

f̂
x

:  estimation of 
frequency fx

Pr[|f̂
x

� f
x

| � ✏n]  �

• heavy hitters:  items that appears > εn times

Frequency Estimation



Data Structure for Set

• space cost:  size of data structure (in bits)

• entropy of a set:   O(n log|Ω|) bits

• time cost:  time to answer a query

• balanced tree:  O(n log|Ω|) space, O(log n) time

• perfect hashing: O(n log|Ω|) space, O(1) time

• using < entropy space ?
(approximate representation)

a sketch of the set

Data: a set S of n items x1, x2, ..., xn ∈Ω
Query: an item x ∈ Ω 
Determine whether x ∈ S.



Approximate a Set
Data: a set S of n items x1, x2, ..., xn ∈Ω
Query: an item x ∈ Ω 
Determine whether x ∈ S.

uniform hash function h: Ω → [m]
data structure:   an m-bit vector v ∈ {0, 1}m

set v[h(xi)]=1 for each xi ∈S;
initially v is all-0;

query x:   answer “yes” if v[h(x)]=1;

x ∈ S:   always correct

x ∉ S:   false positive Pr[ v[h(x)]=1 ] = 1- (1-1/m)n = 1-e-n/m



Bloom Filters
Data: a set S of n items x1, x2, ..., xn ∈Ω
Query: an item x ∈ Ω 
Determine whether x ∈ S.

uniform independent hash functions
h1, h2, ..., hk: Ω → [m]

data structure:   an m-bit vector v ∈ {0, 1}m

for each xi ∈S : set v[hj(xi)]=1 for all j=1,...,k;

initially v is all-0;

query x:   “yes” if v[hj(x)]=1 for all j=1,...,k;

(Bloom 1970)



Bloom Filters
uniform independent hash functions

h1, h2, ..., hk: Ω → [m]
data structure:   an m-bit vector v ∈ {0, 1}m

for each xi ∈S : set v[hj(xi)]=1 for all j=1,...,k;

initially v is all-0;

query x:   “yes” if v[hj(x)]=1 for all j=1,...,k;

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

xy z

w

1 1 11 1 11

v false positive!

h1 h2 h3



uniform independent hash functions
h1, h2, ..., hk: Ω → [m]

data structure:   an m-bit vector v ∈ {0, 1}m

for each xi ∈S : set v[hj(xi)]=1 for all j=1,...,k;

initially v is all-0;

query x:   “yes” if v[hj(x)]=1 for all j=1,...,k;

data: set S ⊆ Ω of size |S|=n query: x ∈ Ω 

UHA:  Uniform Hash Assumption

x ∉ S:   false positive

Pr[81  j  k : v[hj(x)] = 1]

= (Pr[v[hj(x)] = 1])k = (1� Pr[v[hj(x)] = 0])k

 (1� (1� 1/m)kn)k = (1� e�kn/m)k

choose k =
m ln 2

n

⇡ (0.6185)c

m = cn



• space cost:  cn bits;      time cost:  c ln 2
• false positive:  < (0.6185)c

uniform independent hash functions
h1, h2, ..., hk: Ω → [m]

data structure:   an m-bit vector v ∈ {0, 1}m

for each xi ∈S : set v[hj(xi)]=1 for all j=1,...,k;

initially v is all-0;

query x:   “yes” if v[hj(x)]=1 for all j=1,...,k;

data: set S ⊆ Ω of size |S|=n query: x ∈ Ω 

choose k =
m ln 2

n
m = cn = c ln 2

Bloom Filters



Heavy Hitters

• data stream:  input comes one at a time

Data: a sequence x1, x2, ..., xn ∈ Ω
Query: an item x ∈ Ω 

Estimate the frequency fx = |{i : xi = x}| of item x 
within additive error εn.

x1 x2 xn

Sketch

query x

f̂
x

:  estimation of 
frequency fx

Pr[|f̂
x

� f
x

| � ✏n]  �

• heavy hitters:  items that appears > εn times



Count-Min Sketch
Data: a sequence x1, x2, ..., xn ∈ Ω
Query: an item x ∈ Ω 

Estimate the frequency fx = |{i : xi = x}| of item x 
within additive error εn.

uniform independent hash functions
h1, h2, ..., hk: Ω → [m]

count-min sketch:   CMS[k][m]

for each xi and each hj:  CMS[j][hj(xi)] ++;
initially CMS[][] is all-0;

query x:

obviously CMS[j][hj(x)] ≥ fx for all j=1,2,..., k

return f̂

x

= min
1jk

CMS[j][h
j

(x)]



data: x1, x2, ..., xn ∈ Ω        query: x ∈ Ω 
frequency fx = |{i : xi = x}| of item x 

uniform independent hash functions
h1, h2, ..., hk: Ω → [m]

count-min sketch:   CMS[k][m]

for each xi and each hj:  CMS[j][hj(xi)] ++;
initially CMS[][] is all-0;

query x: return f̂

x

= min
1jk

CMS[j][h
j

(x)]

CMS[j][hj(x)] 

for any x ∈ Ω,  for any j :

E [ CMS[j][h
j

(x)] ] = f

x

+
X

y2{x1,...,xn}\{x}

f

y

Pr[h
j

(y) = h

j

(x)]

= f
x

+
X

y2{x1,...,x

n

}\{x}
h

j

(y)=h

j

(x)

f
y



data: x1, x2, ..., xn ∈ Ω        query: x ∈ Ω 
frequency fx = |{i : xi = x}| of item x 

uniform independent hash functions
h1, h2, ..., hk: Ω → [m]

count-min sketch:   CMS[k][m]

for each xi and each hj:  CMS[j][hj(xi)] ++;
initially CMS[][] is all-0;

query x: return f̂

x

= min
1jk

CMS[j][h
j

(x)]

for any x ∈ Ω,  for any j :
E [ CMS[j][h

j

(x)] ] = f

x

+
X

y2{x1,...,xn}\{x}

f

y

Pr[h
j

(y) = h

j

(x)]

= f
x

+
1

m

X

y2{x1,...,xn}\{x}

f
y

 f
x

+
1

m

X

y2{x1,...,xn}

f
y

= f
x

+
n

m

biased estimator



data: x1, x2, ..., xn ∈ Ω        query: x ∈ Ω 
frequency fx = |{i : xi = x}| of item x 

uniform independent hash functions
h1, h2, ..., hk: Ω → [m]

count-min sketch:   CMS[k][m]

for each xi and each hj:  CMS[j][hj(xi)] ++;
initially CMS[][] is all-0;

query x: return f̂

x

= min
1jk

CMS[j][h
j

(x)]

Markov’s inequality: Pr[ CMS[j][hj(x)] -fx ≥ εn ] ≤ 1/(εm) 

8x, 8j : CMS[j][h
j

(x)] � f

x

E [ CMS[j][h
j

(x)] ]  f

x

+
n

m

Pr
h���f̂

x

� f
x

��� � ✏n
i
= Pr[ ∀j: CMS[j][hj(x)] -fx ≥ εn ] ≤ 1/(εm)k 



data: x1, x2, ..., xn ∈ Ω        query: x ∈ Ω 
frequency fx = |{i : xi = x}| of item x 

uniform independent hash functions
h1, h2, ..., hk: Ω → [m]

count-min sketch:   CMS[k][m]

for each xi and each hj:  CMS[j][hj(xi)] ++;
initially CMS[][] is all-0;

query x: return f̂

x

= min
1jk

CMS[j][h
j

(x)]

Pr
h���f̂

x

� f
x

��� � ✏n
i
≤ 1/(εm)k 

choose 

• space cost: 

• time cost for each query: 

≤ δ 

m =
⌃
e
✏

⌥
k =

⌃
ln 1

�

⌥

km = O
�
1
✏ ln

1
�

�

k = O
�
ln 1

�

�



Set Membership

• space cost:  size of data structure (in bits)

• entropy of a set:   O(n log|Ω|) bits

• time cost:  time to answer a query

• balanced tree:  O(n log|Ω|) space, O(log n) time

• perfect hashing: O(n log|Ω|) space, O(1) time

Data: a set S of n items x1, x2, ..., xn ∈Ω
Query: an item x ∈ Ω 
Determine whether x ∈ S.



Perfect Hashing

af cb de

h

Table T:
m

S = { a, b, c, d, e, f }

search(x): retrieve h;
check whether T [h(x)] = x;

uniform
random Pr[perfect] > 1/2

Birthday 
Paradox!

= O(n2)
[N ] ! [m]

✓ [N ]

UHA:  Uniform Hash Assumption

no collision
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COROLLARY 2. There exists a k' E U, such that the mapping x ~ (k 'x  mod 
p)mod r 2 is one-to-one when restrtcted to W. 

PROOF. Choosing s --- r 2, Lemma 1 provides a k' such that B(r 2, W, k', j)  <- 1 
for all j. I"! 

Given S c U, [ S I = n, our technique for representing the set S works as follows. 
The content k of cell 710] is used to partition S into n blocks Wj, 1 ___ j _< n, as 
determined by the value of the function f(x) = (kx mod p)mod n; pointers to 
corresponding blocks Tj in the memory T are provided in locations T[j], 1 <_ j <_ 
n. More specifically, a k is chosen satisfying Corollary 1 (with W = S and r = n), 
so that Y~ I W~ 12 < 3n. The amount of space allocated to the block Tj for Wj is 
I Wj 12 + 2. The subset Wj is resolved within this space by using the perfect hash 
function provided by Corollary 2 (setting W = Wj and r -- I W~I). In the first 
location of Tj we store I W~I, and in the second location we store the value k' 
provided by Corollary 2; each x ~ Wj is stored in location [(k'x mod p)mod I Wj 12] 
+ 2 of block Tj. 

A membership query for q is executed as follows: 

1. Set k = T[0] and setj  = (kq mod p)mod n. 
2. Access in T[j] the pointer to block Tj of T and use this pointer to access the 

quantities [ I11::1 and k' in the first two locations of block Tj. 
3. Access cell ((k'q mod p)mod I Wj [2) + 2 of block T~; q is in S if and only if q 

lies in this cell. 

A query requires five probes, and our choice of k in Corollary 1 implies that the 
size of T is at most 6n. An example is provided below. 

Example 
m - - 3 0 ,  p = 3 1 ,  n = 6 ,  S = { 2 , 4 , 5 , 1 5 , 1 8 , 3 0 1  

0 1 2 3  4 5 6 

12 13 14 15 16 17 18 19 20 21 22 
1111141  1211 1 5 1 2 1  I I 1 2 1 3 1  I 1181301 
I W21k'  I W4I k '  I WsI k '  

23 24 
I l l  1 1151 
I W61 k '  

A query for 30 is processed as follows: 

1. k = T[0] = 2 , j  = (30.2 mod 31)mod 6 = 5. 
2. T[5] = 16, and from cells T[16] and 7117] we learn that block 5 has two 

elements and that k' --- 3. 
3. (30 k' mod 3 l)mod 22 --- 4. Hence, we check the 4 + 2 = 6th cell of block 5 

and find that 30 is indeed present. 

The time required to construct the representation for S might be as bad as O(mn) 
in the worst case; finding k may require testing many possible values before a 
suitable one is found. However, by increasing the size of T by a constant factor, 

FKS Perfect Hashing
(Fredman, Komlós, Szemerédi, 1984) 

• space cost:  O(n) words ( O(nlog|Ω|) bits );
• time cost:  O(1) for every query in the worst case.



FKS Perfect Hashing

h

B1 B2 Bn

buckets:

n itemsS :

[N ]� [n]uniform random

h2 hnh1

� �perfect hashing
for B1

perfect hashing
for Bn



FKS Perfect Hashing

h2 hn

h

B1 B2 Bn

�

perfect hashing
for B1

h1

�
perfect hashing

for Bn

[N ]� [n]
search(x):

goto bucket h(x);
retrieve h;

perfect hashing
within bucket;


