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Counting

 Maintain a counter 7 under updating:
- inittn < 0
- increment:n < n+ 1

- query: return n

 (Goal: use as less space as possible

» Naive solution: encode with O(log n) bits
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Approximate Counting

 Maintain a counter 7 under updating:
- inittn < 0
- increment:n < n+ 1

- query: return n

 (Goal: use as less space as possible

» Naive solution: encode with O(log n) bits

» “n = 11451419 is of length 8”, encode with log, 8 = 3 bits
- Approximation ratio: 10; Space cost: O(log log n)



Approximate Counting

 Maintain a counter 7 under updating:
- inittn < 0
- increment:n < n+ 1

- query: return n

 (Goal: use as less space as possible

« “n = 11451419 is of length 8”, encode with log, 8 = 3 bits

Morris’ algorithm:

increment: X « X+ 1w.p.27%
do nothing w.p. 1 — 274
query: return 2% — 1




Approximate Counting

Morris’ algorithm:

increment: X « X+ 1 w.p.2™%
do nothing w.p. 1 — 274
query: return 2% — 1

 How correct is it? Unbiased: E[2*] = n + 1 after n updates

- Proof by induction. Base: X, = 0,E[2%] = 1. LH. E[2*] =n + 1

_[2Xn+1] — Zj PI’[Xn =]] . [F [2Xn+1 ‘X =]]
= 3 PrX, = j1- ((1 — 1/2)2 + (1/2/)27*))
= 2. Pr(X, = j12/ + X, Pr[X, =]




Approximate Counting

Morris’ algorithm:

increment: X « X+ 1 w.p.2™%
do nothing w.p. 1 — 274
query: return 2% — 1

 How space-efficient is it?

» Space cost log X bits; ‘R =n+1

. Jensen’s inequality: 254 < F[2X] =n + 1.




Jensen’s Inequality

» For general (non-linear) function f(X) of random variable X
we don’t have E| f(X)] = f(E[X])

 But if the convexity of f is known, then the Jensen’s inequality applies:
e fisconvex < f(Ax+ (1 — )y) < f(x) + (1 = Hf(y)
— E[AX)] =2 AE[X])
» fisconcave < f(Ax+ (1 — A)y) > Af(x) + (1 = DY)
— E[AX)] < AELX])

\




Approximate Counting

Morris’ algorithm:

increment: X « X+ 1 w.p.2™%
do nothing w.p. 1 — 274
query: return 2% — 1

How space-efficient is it?

Space cost log X bits; 241 =n+1

Jensen’s inequality: 25 < E[2%] = n + 1;
“|log X] < logE|X] < loglog(n + 1)

Claim: log X < loglogn + O(1) Markov’s Inequality
For nonnegative random variable X, for any t > 0,

=X ]
f

PriX > 1t] <




f(x)
A

Markov’s Inequality
(& R Xk R X, the first Chebyshev inequality)

« Markov’s inequality: Let X be a nonnegative-valued random variable. Then,
- X]

d

foranya >0, Pr(X>a)<

* Proof (by total expectation):
(X is nonnegative)

| X]|=E|X|X>al-Pr(X>a)+E|X | X <al-Pr(X < a)

>a-Pr(X>a)+0-PriX<a) =a-Pr(X > a)
=p.q

d

—> Pr(X >a) <




Approximate Counting

Morris’ algorithm: Markov’s Inequality

increment: X « X+ 1 w.p.2™% For nonnegative random variable X, for any t > O,
do nothing w.p. 1 — 274 C[X]

query: return 1 = 2% — 1 PriX > 1] < )

» Space cost log X bits; ‘21 =n+1

» Claim: log X <loglogn + O(1) w.p. 90%

» Proof: Pr[n > 10n] < 0.1 by Markov’s inequality
Now assume /i = 2% — 1 < 10n.

then log X = log log 2% < loglog(10n + 1) < loglogn + O(1)

Better analysis?
Higher moment bound!



Chebyshev’s Inequality

(I3 K R & X, the second Chebyshev inequality) _/

» ChebysheV’s inequality: Let X be a random variable. For any a > 0,
Var[X]

a2

Pr(| X — E[X]| > a) <

« Proof: Apply Markov’s inequality to Y = (X — E[X])*.

« Corollary: For standard deviation 6 = 4/ Var|X|, forany k > 1,

1
Pr(| X — E[X]| > ko) Sﬁ




Calculation of Variance

Var[X] := E |(X — E[X])*| = E[X*] — E[X]?
+ Proof: Var[X] = E |(X — E[X])?]
= [E [X* — 2E[X]X + E[X]?]
= E[X"] — 2E[X]E[X] + E[X]’
= E[X°] — E[X]”
. X is constant a.s. (Pr(X = E[X]) = 1) < E[X?] = E[X]* < Var[X] =0




Approximate Counting

Morris’ algorithm: Chebyshev’s Inequality
increment: X « X+ 1 w.p.2™% For random variable X, for any t > 0,

do nothing w.p. 1 — 274 Var[X]
query: return 1 = 2% — 1 Pr[\X— - X]| Zt] S 2

+ Var[A] = E[2" — 1)*] — E[2* — 1]°

= E[2°% —2 - 2% + 1] — n* = E[2*%] — n* = 2n — 1

. Claim: E[2%%] < 3n(n+ 1)/2 + 1

» Proof by induction. Base: E[2°%] = 1./LLH. E[2%*] < 3n(n + 1)/2 + 1

_E [22Xn+1] = [Q—Xn 22X+ D) 4 (1 — 27X . 22Xn] — [22Xn + 3. 2Xn]

=n+1
<3+ DR2+1+3n+ D) <3+ D +2)/2+1



Approximate Counting

Morris’ algorithm:

increment: X « X+ 1 w.p.2™%
do nothingw.p. 1 — 274
query: return 41 = 2% — 1

+ Var[A] = E[(2% — 1)7] -

e Claim:

. Pr[\ﬁ—n\ Zen] <

= E[2*%—2.2% 4+ 1] —n* =

Pr||X-E[X]| 1] <

Chebyshev’s Inequality

For random variable X, for any ¢ > 0,

Var|[X]
t2

_[zXn . 1]2

C[2°%] < 3n(n+ 1)/2 + 1
Var|n] < |

e2n?2 T 2¢e?

C[2%%] — n% —2n — 1

< n?/2—nl2

. Not meaningful since 1/2¢” < 1/2 < e > 11




Approximate Counting

Morris’ algorithm: Morris’ algorithm =-:
ncrement: X < X + 1 w.p. 2% Maintain k independent copies of

do nothing w.p. 1 — 2% Morris’ counters.
ing w.p. 1 —
query. return 71 = 2X — 1 query. return n = Zi nz/k

» Morris’ counter+ is unbiased by linearity of expectation: E[n] = k - E[n;]/k = n

. Space cost: Pr Z n. > 10kn| < 0.1, encode with < kloglogn + O(k) bits w.p. 0.9

i
» Intuition: higher kK = higher accuracy

e Goal: Pr[|n—n|>en] <6
Markov’s Inequality
» Var|n] = Var|n,|/k

For nonnegative random variable X, for any t > 0,
=pq

[

PriX > 1¢] <




Variance of Linear Function

e For random variables X, Y and real number a € R:

« Var[a] =0

o Var|X + a| = Var|X]| (variance is a central moment)

. Var[aX] = a*Var[X] (variance is quadratic)

« Var[X + Y] = Var[X] + Var|[Y]+2(

» Proof: All can be verified through Var|X]

- [ XY | =

=[X]ELY])

= E[X°] - E[X]"

=0 if X, Y are ind.



Covariance of Independent Variables

 |f random variables X and Y are independent, then
- [XY | = E[X]E[Y]

e If random variables X, X,, ..., X, are mutually independent, then

n

=1

Proof. By change of variable (LOTUS)

C[XY] = z)cyPr(X —xNY=y)= nyPr(X = ) Pr(Y = y)
XY X,y

= (ZxPr(X=X)) [ZyPr(Y=y)] = E[X]E[Y]

Y



Approximate Counting

Morris’ algorithm == Chebyshev’s Inequality

Maintain k independent copies of
Morris’ counters.

query: return n = 2, n./k Pr||X—E[X]|>1|<

For random variable X, for any ¢ > 0,
Var|[X]
t2

» Morris’ counter+ is unbiased by linearity of expectation: E[n] = k - E[n;]/k = n

. Space cost: Pr lz n. > 10kn] < 0.1, encode with < kloglogn + O(k) bits w.p. 0.9

Var[n,] - n?/2 |

° 2 — 2 AN — =0
Var[n] = Var[n,|/k. Pr[|n—n| > en] < 2 S tem T e
) loglogn
e Set k = O(1/€7d). Overall space cost O >
€°0 Better algo?



Approximate Counting

Morris’ algorithm ==: Morris’ algorithm == :
Maintain k independent copies of Maintain £ independent copies of

Morris’ counters. Morris’ counter+s with failure 1/3.
query. return mean 71 = 2, n;/k query: return median of £ counters

* Morris’ counter++ correct as long as more than half counter+s succeed

» One Morris’ counter+ fails w.p. < 1/3.

4
JPr| ) Yi<#2| <Pr| ) Y,—¢fu<—£16| Chernofi-Hoefiding bound!



Chernoff-Hoeffding Bound

Chernoff-Hoeffding Bound:

For X = ) X, where X,,....X, € {0,1} are independent (or
=1

negatively associated),
for any ¢ > 0:
2t°
Pr [X > E[X] + t] < exp (——)
n
Pr|X <E[X]-1| <exp| —
n

Proved in Foundations of Data Science.
Proof is deferred to later sessions.



Approximate Counting

Morris’ algorithm = :

Maintain k independent copies of
Morris’ counters.

query: return mean n = X n./k

Morris’ algorithm====:
Maintain £ independent copies of
Morris’ counter+s with failure 1/3.

query: return median of £ counters

* Morris’ counter++ correct as long as more than half counter+s succeed

» One Morris’ counter+ fails w.p. < 1/3.

£ 2
2(216 £
. Pr [ZYiSf/Z] SPr[ZI@—fyS—fM] Sexp(— (f ) ):exp(—ﬁ)
i i 7

. SetZ = [181n(1/5)].




Approximate Counting

Morris’ algorithm ==: Morris’ algorithm == :
Maintain k independent copies of Maintain £ independent copies of

Morris’ counters. Morris’ counter+s with failure 1/3.
query. return mean 71 = 2, n;/k query: return median of £ counters

» SetZ = [181In(1/9)].
. k¢ = O(log(1/8)/€?) counters in total. Recall k = O(1/€6") where &' = 1/3.
- Union bound: any counter reaches X > log(kZn/d), it ever increments w.p. < n2 ™ = §/k¢

» Union bound: none counter reaches X > log(kZ'n/d) w.p. 0

log(1/06) n |
. Overall space cost: k£’ loglog(kfn/o) = O — log log — bits w.p. 1 — 6
© . Better algo?



Approximate Counting

Morris’ algorithm: Morris’ algorithm === :

ncrement: X « X + 1 wp. 2% Maintain £ independent copies of
| do nothing w bp-l _ 02X Morris’ counter+s with failure 1/3.

query: return 1 = 2% — 1 query: return median of £ counters

. General Morris’ counter: increment w.p. 1/(1 + @)%, return /i = (1 + a)* — 1)/«
 |ntuition: higher a, higher accuracy, higher space cost.

+ Let a = O(e*5)

» Space cost O(loglogn + log(1/¢) +1log(1/6))  (Flajolet 1985)

» Space cost O(loglogn + log(1/¢) + loglog(1/0)) (Nelson & Yu 2020)



Distinct Elements
(Oth Frequency Moments)



Count Distinct Elements

Input: a sequence x;,x,,...,x, € U = [N]

Output: an estimation of z = |{x1,x2, s Xy b

 Data stream model: input data item comes one at a time

X1|X2 Xip|® o|o o o o
o an estimation of
aUelaluggg I —)
fxg,-a0x,) = | {xl,xz, ...,xn}

* Naive algorithm: store all distinct data items using Q(zlog N) bits

» Sketch: (lossy) representation of data using space « z

 Lower bound (Alon-Matias-Szegedy): any deterministic (exact or
approx.) algorithm must use Q(~) bits of space in the worst case



Count Distinct Elements

Input: a sequence x;,x,,...,x, € U = [N]

Output: an estimation of z = | (X1, %, s, |

 Data stream model: input data item comes one at a time

XIxz x’,rnooooo

A

U N\
AH&?@M@N NN | — 7

O

e (¢,5)-estimator: randomized variable Z
Pr[(l—e)zs Z\S(l-I-G)Z] >1-0

Using only memory equivalent to 5 lines of printed text, you can estimate with a typical
accuracy of 5% and in a single pass the total vocabulary of Shakespeare.

Durand and Flajolet 2003

William Shakespeare



Input: a sequence x,,x,,...,x, € U =[N]

Output: an estimation of z = | (X1, %0, s, |

Simple Uniform Hash Assumption (SUHA):

A uniform function is available, whose preprocessing,
representation and evaluation are considered to be easy.

e (/dealized) uniform hash function 4 : U = [0,1]
» x; =x;, — the same hash value i(x)) = h(x) €, [0,1]
o {h(x)),....h(x,)}: zx uniform and independent values in [0,1]

e partition [0,1] Into z + 1 subintervals (with identically distributed lengths)

|
- [ min h(xl-)] = E[length of a subinterval] = (by symmetry)
1<i<n z+ 1

. A~ |
e estimator: 7 = 1 ? Variance is too large!

min; i(x;)




Input: a sequence x,,x,,...,x, € U =[N]

Output: an estimation of z = | (X1, %0, s, |

e (idealized) uniform hash function #: U - [0,1]

By symmetry:
Min Sketch:
= [ Y] =

let Y = min a(x); z+ 1

1<isn
assuming e < 1/2 ‘

e/2 1 e/2

~ 1
return Zz = — —1;
Y

Y - E[Y]| >

“ Y >
z+ 1 z+ 1 z+ 1




Input: a sequence x,,x,,...,x, € U =[N]

Output: an estimation of z = | (X1, %0, s, |

e (idealized) uniform hash function #: U - [0,1]

* Uniform independent hash values:

Min Sketch: H,,...H €[0,1]
let Y = min a(x);
1<i<n 0 |—o—o—o—o—o—o—o-o—|1
/\ 1 -
return Z:?—l, . Y= minH
1<i<z

geometric

orobability: PrlY >yl = (1 —y) » pdf: p(y) = z(1 — y)=!
1 1 2
C[YV2] = 2 dv = 2,1 — v)©1d _
[Y~] Ly p(y) dy Ly z(1 — y)*dy AT
Var[Y] = E[Y?] - E[Y]? = : <1

(z+ D (z+2)  (+1)°



Input: a sequence x,,x,,...,x, € U =[N]

Output: an estimation of z = | (X1, %0, s, |

 (/dealized) uniform hash function 4 : U — [0,1] Chebyshev's Inequality
» By symmetry: For random variable X, for any t > 0,

: - Var[X
Min Sketch: VI =—— | Pr[|X—E[X]| 2] < ar(X]
let Y = min a(x);

1<i<n e Goal:
¥ Pr{Z<(l-ezorZ>(l+ez| <6
assuming e < 1/2 ‘
(Chebyshev)

1 el2 4
Var|Y] < P Y — E[Y]]| > < —
STy _>r[‘ M[>77) =5

Z




The Mean Trick (for Variance Reduction)

e Variance and covariance:
Var[X] = E[(X — E[X])*] = E[X?] — (E[X])
Cov(X,Y) = E [(X — E[X])(Y — E[Y])]

o Useful properties:

Var[X + a] = Var|[X] ] &

Var[aX] = a*Var[X]

z Xi:| = Z Var[X;] + Z Cov(X, Xj)

i7]

Var

* For pairwise independent identically distributed X;’s:

] & ] & ]
Var | — X | = — Var|X.| = —VarlX
[kg‘ } kz; X;] = —-Var(X|]



Input: a sequence x,,x,,...,x, € U =[N]

Output: an estimation of z = | (X1, %0, s, |

e uniform & independent hash functions 4., ...,k : U - [0,1]

Min Sketch+:
for each 1 < j <k, let Y, = min A(x);
1<i<n
k

return Z = l_ — 1 where Y = lz Y;

Y k& 7

* Forevery 1 <j<k:
linearity of
| expectatio _ 1
- ll{ll — A = [Y] —
z+ 1 z+ 1

1 independence _ 1
Var|Y] < A Var | Y| <
7 (z+ 1) 7 k(z + 1)



Input: a sequence x,,x,,...,x, € U =[N]

Output: an estimation of z = | (X1, %0, s, |

e uniform & independent hash functions 4., ...,k : U - [0,1]

Min Sketch+: 1
foreach 1 <j<k, lety, = lrinsn hi(x;); 7+ 1

1

return Z_?—lwhere Y—%iY] Var [Y] <

o Goal: Pr[f<(-exorZ>(+ex]|<s |

* assuming ¢ < 1/2 Set | — 4

o \ hebyshev)



Input: a sequence x,,x,,...,x, € U =[N]

Output: an estimation of z = | (X1, %0, s, |

e uniform & independent hash functions 4., ...,k : U - [0,1]

Set k = [4/(%)]

Min Sketch+:
foreach 1 <j <k, let Y. = min A(x);
T i<ign
~ 1 _ 1<
return Z=—-1where Y=— ) v;
Y k&

Pr (l—e)zS/Z\S(1+€)Z >1—-0

|
« Space cost: k= O (%) real numbers in [0,1]

e Storing k idealized hash functions.



Two-Point Sampling (2-Universal Hashing)

. Let p > 1 be a prime numberand [p] = {0,1,...,p— 1} = Zp.
» Picka,b € [plu.ar andletr,=(a-i+b)modpfori=1.2,....,p

¢ 7, ..., 1, € |p] are pairwise independent

» each r; is uniformly distributed over [p]

o Linear congruential hashing f : GF(qg) — GF(g) over finite field GF(qg):
» Picka,b € GF(g) u.a.randlet f(x) =a - x + b for x € GF(g)

» {x € GF(g)} are pairwise independent

» each f(x) is uniformly distributed over GF(g)

« GF(2") exists for any positive integer w € Z™



Flajolet-Martin Algorithm

Input: a sequence x;,x,,...,x, € [N] C [2"]

)

Output: an estimation of 7 = |{x1,x2, X

o 2-wise independent hash function 4 : [2"] = [2"]

e Forye[2"], let zeros(y) = max{i: 2’|y} denote

of trailing O’s

Flajolet-Martin Algorithm:

let R = max zeros(h(x)));

1<i<n

return Z = 2%;

Pr /Z\<



Input: a sequence x;,x,,...,x, € [N] C [2"]

Output: an estimation of z = | (X1, %, s, |

e 2-wise independent hash function n: [2"] — [2"]

e Forye[2"], let zeros(y) = max{i: 2'|y} denote # of trailing O’s

Flajolet-Martin Algorithm: Let

let R = max zeros(h(x))); Y, = Z I | zeros (h(x)) > r
1<i<n . i _
distinct x€{xq,...,x,}

n

return Z = 2%;

(linearity of expectation)

[v,] = Y Pr | zeros (h(x)) > r| = 227
distinct xXE{X),....X,} _ _
(pairwise independence)
Var[Y,] = Z Var |/[zeros (h(x)) > r]| =2277(1 =27") < 2277
distinct XE{Xy,...,X,} _ _




Input: a sequence x;,x,,...,x, € [N] C [2"]

Output: an estimation of z = | (X1, %, s, |

e 2-wise independent hash function n: [2"] — [2"]

e Forye[2"], let zeros(y) = max{i: 2'|y} denote # of trailing O’s

Flajolet-Martin Algorithm: Let

let R = max zeros(h(x))); Y, = Z I | zeros (h(x)) > r
1<i<n . i _
distinct XE{X),...,X,}

E[Y,] =227 Var[Y,] <227

return Z = 2%;

(denote r* = [log, Cz]) Pr [/Z\ > CZ_ < Pr|R > r¥]

(observe R =max{r:Y. > 0}) < PI‘[Y,,* > O] — PI’[Y,,* > 1]

(Markov's inequality) < ElY.«] = /27 < 1/C




Input: a sequence x;,x,,...,x, € [N] C [2"]

Output: an estimation of z = | (X1, %, s, |

e 2-wise independent hash function n: [2"] — [2"]

e Forye[2"], let zeros(y) = max{i: 2'|y} denote # of trailing O’s

Flajolet-Martin Algorithm: Let

let R = max zeros(h(x))); Y, = Z I | zeros (h(x)) > r
1<i<n . i _
distinct XE{X),...,X,}

[Y]=22"" Var[Y] <2

return Z = 2%;

(denote r* = log,(/C)]) Pr [2 < z/C] < Pr[R < r*¥]

(observe R =max{r:Y, > 0}) < Pr[Yr** — O]

(Chebyshev's inequality) < Var|Y, .|/ —[Y,,>,<>,<]2 <277
<?2/C




Input: a sequence x;,x,,...,x, € [N] C [2"]

Output: an estimation of z = |{x1,x2, s Xy b

e 2-wise independent hash function n: [2"] — [2"]

e Forye[2"], let zeros(y) = max{i: 2'|y} denote # of trailing O’s

Flajolet-Martin Algorithm:

let R = max zeros(h(x)));

1<i<n

return Z = 2%;

A A 3
Pr Z<£orZ>C-z < —
C C
e Space cost: O(oglog N) bits for maintaining R
* O(logN) bits for storing 2-wise independent hash function



Bottom-k Algorithm

Input: a sequence X, X, ..., X, € [/V]

Output: an estimation of 7z =

{xl,xz, ...,xn}

» 2-wise independent hash function i : [N]| —» [M] = {1,..., M}

Bottom-k Algorithm:
let Yy, ..., Y, be the k smallest hash values among
{ h(x)), h(xy)..., h(x,) }3
~ kM
return Z = :
Yy

(Bar-Yossef, Jayram, Kumar, Sivakumar and Trevisan, 2002)



Input: a sequence x;, X, ..., X, € [/V]

Output: an estimation of 7 = {xl,xz, cen X,

j

 2-wise independent hash function i : [N] —» [M] = {1,...

Bottom-k Algorithm:

let Yl, ey Yk be the k smallest hash values among

{h(x), h(xy)..... h(x,) }:

~ kM
return Z = ;
Yy

. Goal:

Pr|Z<(l-ezorZ>+e)z| <8
assuming € < 1 *
kM
Y,

> .
k
Z 2z

25 ~




- uniform and 2-wise independent X, ..., X & [N3]

o let Yl, Cees YZ be these elements in non-decreasing order

S| e\ kM & e\ kM
V = IX<|]l——]— — : — | —
et ; _l_( 2) | ow Z:IX13<1+ )

=1 2 <

[V = (1—£)k (W] = (1——£>k
2 2

Yk<<1—§>k(M+1)—>V2k Yk><1+§>k(M+l)—>W§k
Z Z

(Chebyshev's inequality)

8
Pr[V > k] < Pr[W < k] <
| I= rlW < ]_k€2

kM € kM] [16}
Y, >—-— | <6 Setk = | —

e Goal: py

Z 2 Z




Input: a sequence x;, X, ..., X, € [/V]

Output: an estimation of 7 = {xl,xz, ...,xn}

. 2-wise independent hash function & : [N] — [N”]

Bottom-k Algorithm:  Set k = [16/(e?5)
let Yl, ey Yk be the k smallest hash values among
{ h(x)), h(xy)...., h(x,) }3
. kM

return Z = ;
Yy

Pr (l—e)zﬁ/Z\S(1+€)Z >1-0

» Space cost: O(klog N) = O(e~*log N) bits when § = Q(1)



Counting in Practice

HyperLogLog: M|m] (initialized to — o)

Query: compute Z £ 1/ ( Z Z‘MU])
j=1

return ammzZ, where

N

Jm 1 2+ u
m 0
0 22 1 +u

Upon each x;: M[h(x;)] = max{M[h(x))], p(x;)}

)+

—1

 Easy to implement, efficient in computing, hard to analyze

» Fast merging: M_,[j] = max{M,[j], M,[j]}




Frequency Moments

 Data stream: x,x,,...,.x, € U
» for each x € U, define frequency of xasf. = | {i : x;, = x} |

k-th frequency moments: I, = Z Jis
xelU
e Space complexity for (¢, 0)-estimation: constant €, 0

 for k < 2: polylog(/N) [Alon-Matias-Szegedy "96]
. fork > 2: O(N'=%%) [Indyk-Woodruff *05]

 Count distinct elements: F|,

. optimal algorithm [Kane-Nelson-Woodruff *10]: O(e % + log N) bits



Heavy Hitter & Point Query
(Frequency Estimation)




Frequency Estimation

Data: a sequence x, X,, ...,x, € U = [N]
Query: Find the most frequent item

 Data stream model: input data item comes one at a time

X1xz x,,toooolo

A

A SO ITNLEY ﬁ F
o ) ¢
O 0

e Cannot store the whole database with less space.
» Cannot apply even 2-approximation, even with randomness.
 Heavy hitters: items that appears > en times



Frequency Estimation

Data: a sequence x, X,, ...,x, € U = [N]
Point Query: anitemx € U

Estimate the frequency f. = | {i : x; = x} | of x.

 Data stream model: input data item comes one at a time

XIXZ x”oooolo

Alzediun [—> f, : estimation of fx
T within additive error

query x Prl\fx—fx\ZGn]S5

 Heavy hitters: items that appears > en times



Point Query

Data: a sequence x, X,, ...,x, € U = [N]
Point Query: anitemx € U

Estimate the frequency f. = | {i : x; = x} | of x.

e hash function i : [N] — [m]

Bucket Sketch: S[m] (initialized to all 0’s)
Upon each x;: S[h(x)] + +;
Query X: return fx = S[h(x)]

Observation: forallx, f. < fx

<?



Data: sequence x;, ...,x, € [N] Query: x € [ V]

frequency f. = |{i : x; = x} | of x

Bucket Sketch: S[m] (initialized to all 0’s)
Upon each x;: S[A(x;)] + +;
Query X: return fx = S[h(x)]

A\

» [, is good as long as m is large

- Intuition: Scattered by /& according to m
. Claim: —[fx] < f, +n/m.

yFX

. Proof: E[f,] = E | Y I(h(x) = h(y)) - f,| = E |fi + ) I(h(x) = h() - f,
y

=f,+ Y f, Pria() = h()] = fo+ (0 =f)Im < f, +nim

VX 1/m for 2-universal h



Data: sequence x;, ...,x, € [N] Query: x € [ V]

frequency f. = |{i : x; = x} | of x

Bucket Sketch: S[m] (initialized to all 0’s)
Upon each x;: S[A(x;)] + +;
Query X: return fx = S[h(x)]

Claim: —[fx] < [, +n/m.

A\

(Markov's inequality)  Pr|f. —f. > en <

IN

1
em

A\

0
1

AV

» f.is good as long as m is large (m /€0) Improvement?

» What happens when m << 1/€0 ?
- collision & false positivity
 Repeat to correct



Count-Min Sketch

Data: a sequence x, X,, ...,x, € U = [N]
Point Query: anitemx € U

Estimate the frequency f. = | {i : x; = x} | of x.

» k independent 2-universal hash functions A, ..., h;, : [N] = [m]

Count-Min Sketch: CMS|k][m] (initialized to all 0’s)
Upon each x;: CMS| ] [hj(xl-)] + + foralll < j <k;

Query x: return fx = min CMS]|/] [hj(x)]
1<j<k

Intuition: CMS|/] [hj(x)] > f., the smaller, the better!




Data: sequence x;, ...,x, € [N] Query: x € [ V]

frequency f. = |{i : x; = x} | of x

» k independent 2-universal hash functions A, ...,k : [N] — [m]

Count-Min Sketch: CMS|[k][m] (initialized to all 0’s)
Upon each x;: CMS| ] [hj(xl-)] + + foralll < j <k;
Query Xx: return fx = min CMS][J] [hj(x)]

1<j<k
Vx, Vi CMS[llW] 2 f,
n
= | CMSIjIl 0] | < i+ —
(Markov's inequality)  Pr _CMS[ j] [hj(x)] —f. > en_ < L
_ 1 em

Pr

_ _ _ _ k
\fx—];\Zen = Pr ‘v’lSjﬁk:CMS[j][hj(x)]—foen < (—)




Data: a sequence x;, X, ...,x, € U = [N]
Point Query: anitemx € U

Estimate the frequency f. = | {i : x; = x} | of x.

» k independent 2-universal hash functions Ay, ..., h, : [N] = [m]

Count-Min Sketch: CMS|[k][m] (initialized to all 0’s)
Upon each x;: CMS[j][h (x)]++forall < j < k;

Query x: return f = min CMS| ]][h (x)]
1<j<k

) _ 1 k
Pr||f,—fl > en| < (—) <6

em

e Choose m = [e/e] and k = [In(1/9)]
_ Space cost: 0( log(l/é)logn) bits

- 0 (log (1/0) log N) bits for hash functions
- time cost for query: O (log (1/5))



Linear Sketch

Count-Min Sketch: CMS|[k][m] (initialized to all 0’s)
Upon each x;: CMS| /] [hj(xl-)] + + foralll < j <k;

Query Xx: return fx = min CMS][J] [hj(x)]
1<j<k

o Stream in parallel: multiple streams & multiple machines

XI -x2 .X}/f o oo o p o
Algorl thm |
Xn ‘Z x]’l T 2 X n/’ o oo 0o p o

Algorithm 2

Observation: CMSall — CMSI + CMSz + ...




Heavy hitters with point query

Count-Min Sketch: CMS|[k][m] (initialized to all 0’s)
Upon each x;: CMS| /] [hj(xl-)] + + foralll < j <k;

Query Xx: return fx = min CMS][J] [hj(x)]
1<j<k

 Heavy hitters: items that appears > en times

« Find heavy hitters with point queries: enumerate x € U, output if fx > €n

- We need 0 = O(1/N)
- Time cost O(kN)

Large N? n < N?

 Divide-and-conquer over N



Heavy hitters with point query by D’n’C

Count-Min Sketch: CMS|[k][m] (initialized to all 0’s)
Upon each x: CMS[j][h (x)]++forall < j<k;

Query x: return f = min CMS| ]][h (x)]
1<j<k

CMS{1,..

AN

CMS{1,...N/2) CMS{N/2 + 1.,

NN
AN N\

CMS{1} CMS{2} CMS{N-1} CMS{N}



Tug-of-War
(2nd Frequency Moments)




Second frequency moments

Data: a sequence x, X,, ...,x, € U = [N]
Query: return the 2nd frequency moments

Estimate 2nd frequency moments F, = Z ff

Count-Min Sketch: CMS|[k][m] (initialized to all 0’s)
Upon each x;: CMS| /] [hj(xi)] + + foralll < j<Kk;

Query X: return fx = min CMS][J] [hj(x)]
1<j<k

Tug-of-War

« Does Count-Min sketch work for £,7?

. fi=1,....,1)and f, = (1,1,...,1,4/n) with ||f,]|2 = nand ||5]|3 = 2n — 1
- Can’t distinguish with 0(\/%) space because the 1s overwhelm the \/Z

» |dea: assign each item with random sign. 1s cancel each other, while \/; Is kept



Tug-Of-War Algorithm

Count Sketch: 7
Upon each x;: z <« 7z + o(x))

Query: return 7?

2-universal sign functiono : [N] —» {—1,+ 1}

» How correct is it? Unbiased: -[zz] = F,

e Proof: -[22] = I l(Z (U(X)]gc)z)] — = [ZU(X)U(Y)];fy] = 2

X X,y

Observation: if x =y, [E [a(x)a(y)] = 1;o.w. E [G(X)a(y)] = 0.

—

(22 = ) E oo fif, = ), fuf = F>

X,V

= [o(0)0)] £if;




Tug-Of-War Algorithm

Count Sketch: 7 Chebyshev’s Inequality

Upon each x;: 7 < z + o(x,)
Query: return z° Pr [ | X — E[X]]| > t] <

For random variable X, for any ¢ > 0,
Var|[X]
t2

 Bound the deviation with variance «gn With Chebyshev.

. Claim: Var(z?) = O(Fzz)

. Proof: Var(z?) = E[z*] — (—[zz])z.

Suffices to bound E[z*] = E[( ) 6()f)*] = ) fufufofy - Elo(@)a(b)o(c)o(d)]

Observation: if the distinctness is 4-0-0-0 or 2-2-0-0, E|o(a)o(b)o(c)o(d)] = 1; o.w. = 0.




Tug-Of-War Algorithm

Count Sketch: 7 Chebyshev’s Inequality

Upon each x;: 7 < z + o(x,)
Query: return z° Pr [ | X — E[X]]| > t] <

For random variable X, for any ¢ > 0,
Var|[X]
t2

. Claim: Var(z?) = O(Fzz)

. Proof: Var(z) = E[z*] - (E[z%1) < Y f.fofofy - Elo(@o(b)o(c)o(d)]
Observation: if the distinctness is 4-0-0-0 or 2-2-0-0, [E|o(a)o(b)o(c)o(d)] = 1; o.w. = 0.

Var(z) < ) fi+3 ) 2E<() [P +3-() [ =4F;

a#b a

Any idea?

. Pr [ 22— F| 2 erl < Var(z*)/e’F; < 4/€”. Meaningless. 4/¢% < 1/2 <= € > /8 1



Tug-Of-War Algorithm+

Count Sketch: 7 Count Sketch+: CS[k] (initialized to all 0’s)
Upon each x:: z < z + o(x)) Upon each x;: CS[j] « CS[j] + oi(x)), forallj < k
Query: return z° Query: return z° = Z CS[j]z/k

k independent 2-universal sign functions oy, ..., 0, : [N] = {—=1,+ 1}

. Unbiased by the linearity of expectation: E[z?] = F5.

. Lower variance: Var(z?) < 4F22 / k by the independence.

. Pr [ 2-F| > GFZ] < Var(z2)/e?F? < 4lke* < &

. With space cost k = 4/€°5, we have Pr l 2 —F,| > GFZ] <0




Tug-Of-War Algorithm++

Data: a sequence x, X,, ...,x, € U = [N]
Query: anitemx € U

Estimate the frequency f, = | {i : x;, = x} | of x.

Count Sketch++: CS[k][m] (initialized to all 0’s)
Upon each x;: CS[/] [hj(xl-)] «— CS[J] [hj(xl-)] + aj(xl-), Vi<k
Query X: return fx = median among aj(x)CS[ 7l [hj(x)]

+ Look at one counter: E; := 6(x)CS[j][h(x)] — f, = Z oi(x)o; (V)] lhj(x) = Iy )]fy

YFX
- Correct as long as > 1/2 counters are correct: |E;| < eF,

. Pr[fx=];ieF2] > 16



Tug_Of_War Algorithm_l__l_ Chernoff-Hoeffding Bound: :
Pr [X > [E[X] + t] < exp (_Z_t)

n

Count Sketch++: CS[k][m] (initialized to all 0’s)
Upon each x;: CS[/J] [hj(xl-)] «— CS[j][hj(xl-)] + aj(xi), Vi<k Pr [X < E[X] — t] < exp (_Z_tz>

Query X: return fx = median among 6{(x)CS|[j][#;(x)] &

» Look at one counter: E; := o(x)CS|j][h(x)] — f, = Z c{(x)o(y)! lhj(x) = hj(Y)]fy
YFX
» Correct as long as > 1/2 counters are correct: |E;| < eF, Set m = 9¢?

* Claim: E[ | E;|] < Fz/\/% Markov’s inequality: Pr l\E]\ > BFZ/ﬁ] <1/3

k 2
2(k/6 k
. Pr lZYiSk/Z] SPrlZYi—k/AS—kM] Sexp(— (k ) ):exp(—1—8> <o

. Space cost: km = O (e2log(1/5)) Set k = 18 log(1/5)




Tug-Of-War Algorithm++

Count Sketch++: CS[k][m] (initialized to all 0’s)
Upon each x;: CS[/J] [hj(xl-)] «— CS][J] [hj(xl-)] + 0i(x;), Vj < k
Query X: return fx = median among o;(x)CS| ] [hj(x)]

» Look at one counter: E; := o(x)CS|j][h(x)] — f, = Z oi(x)o(y)I lhj(x) = hj(Y)]fy

YFX
» Claim: E[|E;|] < Fz/\%

. Proof: E[| E| P < ELEAI = F | 3 a0l [0) = )| 1|10 = h@)| £

V,ZFX



Tug-Of-War Algorithm-++

Count Sketch++: CS[k][m] (initialized to all 0’s)
Upon each x; CSLll()] < CSLIlG)] + 0, Vj < k| E;:= ) oo [’”5-00 = hj@)] Jy
Query X: return fx = median among aj(x)CS[ jl [hj(x)]

YFX

V,ZFEX

VE£X VZFXYFZ

=Y Ell|n0 =h0||f+ ¥

- |0

y#x )’927535,)7752

. —[‘E]‘]z < —[E}.z] = ' Z o/(y)o(2)1 lhj(x) = hj(Y)] l lhj(x) = hj(z)] fyfz]

. ’ Y1 =m0+ Y, g0 [ = k| 1|k = h,-<z>]fyf;]

= |1 |1 = )| 1) = m@| | 41




Tug-Of-War Algorithm++

Count Sketch++: CS[k][m] (initialized to all 0’s)
Upon each x;: CS[/J] [hj(xl-)] «— CS][J] [hj(xl-)] + 0i(x;), Vj < k
Query X: return fx = median among o;(x)CS| ] [hj(x)]

E = Y g0 1) = k|

YFX

. E[E]| P

<y

YFX

: [1 1) = )|

R+ X

V,ZFX,YFZ

= Z Pr lhj(x) — hj(y)] fy2 + Z

VFEX

V,ZFX,YFZ

= ¥ Pr () = )| 2 < F3 /m

yFX

- lcfj(y)] - l(fj(z)]

: laj(y)(fj(z)] : [I lhj(x) = hj(}’)] ! lhj(x) = hj(Z)]]fyfz

= [1 lhj(x) = hj(Y)] I lhj(x) — hj(Z)” I



Filters




Data Structure for Set

Data: a set § of nitems x, x5, ...,x, € U = [N]
Query: anitemx € U

Determine whether x & §.

 Space cost: size of data structure (in bits)
N

- entropy of a set: log (
n

) = Q(nlog N) bits (when N > n)

« Sketch: lossy representation of § using < entropy space




Approximate Membership

Data: a set $ of nitems x(, x,, ...,x, € U = [N]
Query: anitemx € U

Answer whether x € 5 with false positivity.

e uniform hash function h : U — |[m] (m to be fixed)

Bloom Filter: bit array A € {0,1}"

A is initialized to all 0’s;
foreach x; € §: set Alh(x)] = 1;
Query x: answer “yes” iff Alh(x)] = 1

e X € §: always correct

. X & S: false positive Pr [A[h(x)] = 1] =1 - (1 = I/m)" ~ 1 —e™"/™



Bloom Filters Bioom 1970)

Data: a set $ of nitems x(, x,, ...,x, € U = [N]
Query: anitemx € U

Answer whether x € 5 with false positivity.

» uniform & independent hash function A, ..., h, : U — [m]
(k and m to be fixed)

Bloom Filter+: bitarray A € {0,1}"

A is initialized to all 0’s:
for each x; € S:set A[h(x)] = 1foralll <j <k

Query x: “yes” iff Alh(x)] = 1 foralll <j <k




Bloom Filters Bioom 1970)

» uniform & independent hash function A, ..., b, : U — [m]

Bloom Filter+: bitarray A € {0,1}"

A is initialized to all 0’s;
for each x; € S: set Alh(x;))] = L forall 1 < j < k;

Query x: “yes” iff Alh(x)] = 1 forall ] <j <k

hl hQ hg

o[1folt|[t]1]ofofolofoft]o]1]o]o]1]o

U false positive!



Data: set S C Uofsizen Query:x € U

» uniform & independent hash function A, ..., h, : U — [m]

Bloom Filter+: bitarray A € {0,1}"

A is initialized to all 0’s:
for each x; € S: set Alh(x;))] = L forall 1 < j < k;

Query x: “yes” iff Alh(x)] = 1 forall ] <j <k

e X € §: always correct choose k = ¢ 1n?2

e X & §: false positive m = cn
Pr|{V1I<;j<k: A[hj(x)] =1 real prob:
heuristic - 1\ l 1\ 1 Z ki " kn
= | Pr A[hj(x)] =1 =|1-Pr A[hj(x)] =0 mk(n+1) i i
: : : : i=1

< (1= (1= 1/mynk a (1 —em) —o=cin2 < (0 6185



Data: set S C Uofsizen Query:x € U

» uniform & independent hash function A, ..., h, : U — [m]

Bloom Filter+: bitarray A € {0,1}"

A is initialized to all 0’s;
for each x; € S: set Alh(x)] = L forall 1 < j < k;

Query x: “yes” iff A[hj(x)] =1lforalll <j <k

 x € S: always correct “[#0's] = m (1 — 1/m)™
* X & 5 false positive _ ¢ (; = E[#0's] after i insertions
Pr _‘v’l <J<k: Alh(x)] = 1_ . {qi}isn is martingale with ‘Qi —q:_ | < k, Vi

( Ols )k
— (1 —
slots

= Z Prlg, = t](1 — t/m)k




Martingale Tail Inequality

« Azuma’s inequality: If a sequence {Y, : n > 0} is a martingale (with respect
to some sequence {X, : n > 0}),and foralln > 1,

Yn o Yn—l < Ch

thenanyn > 1 and ¢t > 0:

21
Pr( Y — Y, Zt> SZGXP(— 5 2)
C:

=1 !

Proof: Difference D; =Y, - Y;,_;and Sums,= ) D,;=Y,— Y
=1

21
New goal: Pr( 5, zr) <lexp| ——
2y

i=1 1




Data: set S C U of size n

» uniform & independent hash function Ay, ...,

Query: x € U

h, : U — [m]

Bloom Filter+: bitarray A € {0,1}"

A is initialized to all 0’s;

for each x; € S: set Alh(x)] = L forall 1 < j < k;
Query x: “yes” iff A[hj(x)] =1lforalll <j <k

e X € §: always correct

e X & §: false positive

Pr|V1<j<k: Alh(®]=1

( Ols )k
— (1 —
slots

= ) Prlg, = (1 — t/m)* = (1 = (1 = 1/m)")!

Azuma’s Inequality

I/\

\/ 3

For martingale with Vn,

Pr( |>t><2€Xp(

-[#0's]
4

=m(l = 1/m)*"

_[i

e {4g;},<, is martingale with | g; —

. Pr[|q, —

#0's | after 1 insertions

gi—1 | <k, Vi

“[g,]| > A/m] < 2 exp(—24°/kn)
concentrate around A = 0(\/1{7@)

=272 < (0.6185)°




Bloom Filters Bioom 1970)

Data: a set $ of nitems x(, x,, ...,x, € U = [N]
Query: anitemx € U

Answer whether x € 5 with false positivity.

» uniform & independent hash function A, ..., h, : U — [m]

Bloom Filter+: bit array A € {0,1}"

A is initialized to all 0’s:
foreach x; € S:set Alh(x)] = 1;
Query x: answer “yes” iff A[h(x)] = 1

e choosek =clIn2 andm = cn - space: m = (O(log(1/e)n) bits
- space cost: m = cn bits, timecost:k =cIn2 - time: k = O(log(1/¢))
- false positive < (0.6185)° e = (0.6185)°



Counting Bloom Filters

Bloom Filter+: bitarray A € {0,1}"™

A is initialized to all 0’s;

Insert x: set Alh(x;)] = 1; deletion?

Query x: answer “yes” iff A[h(x)] = 1

» uniform & independent hash function A, ..., h, : U = [m]




Approximate by Exact

. Data: a set $ of nitems x(, x,, ...,x, € U = [N]
N

Query: anitemx € U

Answer whether x € 5 with false positivity.

el  Assume an exact membership data structure

o uniform & 2-universal hash function & : U — [n/¢€]

Sketching: initialize exact set S over [n/€]
Insert x: insert i(x) to S

deletion?
Query x: answer “yes” iff hi(x) € S eletion
e false positive: ¢  Bloom filter
e time cost: O(1) - space: m = O(log(1/¢)n) bits

* space cost:  O(n) words ~ O(nlog(1/¢)) bits - time: kK = O(log(1/¢))



